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1.
INTRODUCTION

The College needs to keep certain information about employees, students and other users to allow it to monitor, for example, performance, achievements and health and safety.  It is also necessary to process information so that staff can be recruited and paid, courses organised and legal obligations to funding bodies and government complied with.  To comply with the law, information must be used fairly, stored safely and not disclosed to any other person unlawfully.  To do this the College must comply with the Data Protection Principles which are set out in the Data Protection Act 1998 (the 1998 Act).  In summary these state that personal data shall:

(
be obtained and processed fairly and lawfully and shall not be processed unless certain conditions are met;

(
be obtained for a specified and lawful purpose and shall not be processed in any manner incompatible with that purpose;

(
be adequate, relevant and not excessive for those purposes;

(
be accurate and kept up to date;

(
not be kept for longer than is necessary for that purpose;

(
be processed in accordance with the data subject’s rights;

(
be kept safe from unauthorised access, accidental loss or destruction;

(
not be transferred to a country outside the European Union unless that country has equivalent levels of protection for personal data.

The College and all staff or others who process or use any personal information must ensure that they follow these principles at all times.  In order to ensure that this happens the College has developed this Data Protection Policy. A full copy of the act is available via the College’s intranet and useful information can be found at www.ico.gov.uk
2.
ROLES AND RESPONSIBILITIES

The College as a body corporate is the Data Controller under the Act and the Board is, therefore, ultimately responsible for data protection.

The Assistant Principal, Chris Hall, is the designated Data Protection Officer (DPO).  The DPO is responsible for ensuring the efficient operation and maintenance of data protection policies and procedures within the College. 

3.
STATUS OF THE POLICY

It is a condition of employment that employees will abide by the rules and policies made by the College from time to time.  Any failure to follow policies may result in disciplinary proceedings.

Any member of staff who considers that the Data Protection policy has not been followed in respect of personal data should raise the matter with the Data Protection Officer.  
It may also be useful, in certain cases, to consult the College’s Whistleblowing Policy.

4.
NOTIFICATION

Joseph Chamberlain Sixth Form College has an entry on the Data Protection register and the particulars are as follows:
Registration Number:
 Z7082487
Annual Registration:
 September
Data Controller:

Joseph Chamberlain Sixth Form College
Address:         

Highgate




Birmingham




B12 9DS
We have notified the DP Registry of the following Purposes for processing data: 

1 .Staff, Agent and Contractor Administration 
2. Advertising, Marketing, Public Relations, General Advice Services 

3. Accounts & Records 

4. Education
5. Student and Staff Support Services
6. Crime Prevention and Prosecution of Offenders 

7. Provision of Facilities to other Groups or Organisations
8. College magazine 
5.
DATA HELD, PROCESSED AND STORED
All staff, students and other users are entitled to:
(
know what information the College holds and processes about them and why;

(
know how to gain access to it;

(
know how to keep it up to date;

(
know what the College is doing to comply with its obligations under the 1998 Act.

The College will provide all staff, students and other relevant users with a form of notification.  This will state the personal data the College holds and processes about them which they can check for fairness and accuracy.  The College will try to do this at least annually.

6.
RESPONSIBILITIES OF STAFF

(
Checking that any information that they provide to the College in connection with their employment is accurate and up to date.

(
Informing the College of any changes to information which they have provided e.g. change of address.

(
Checking the information that the College will send out from time to time, giving details of information kept and processed about staff.

(
Informing the College of any errors or changes.  The College cannot be held responsible for any errors unless the staff member has informed the College of them.

If, and when, as part of their responsibilities, staff collect information about other people (e.g. about students’ course work, opinions about ability, references to other academic institutions or details of personal circumstances) they must comply with the guidelines for staff (see Appendix 1).

7.
DATA SECURITY

All staff are responsible for ensuring that:


(
any personal data which they hold is kept securely;


(
personal information is not disclosed either orally or in writing or accidentally or otherwise to any unauthorised third party.


Staff should note that unauthorised disclosure will usually be a disciplinary matter.


Personal information should be:


(
kept in a locked filing cabinet; or


(
in a locked drawer; or


(
if it is computerised, be password protected; or


(
kept only on disk which is itself secure
            Any sensitive data taken or sent off site should be encrypted.
            Child protection information should NOT be recorded electronically.
8.
STUDENT OBLIGATIONS


Students must ensure that all personal data provided to the College is accurate and up to date.  They must ensure that changes of address etc are notified to Student Services, CIS or another staff member as appropriate.

9.
RIGHTS TO ACCESS INFORMATION


Staff, students and other users of the College have the right to access any personal data that is being kept about them either on a computerised system or in certain files.  Any person who wishes to exercise this right should submit a written request and send it to the Data Protection Officer

The College will make no charge for the first occasion that access is requested but may make a charge of £10 per each subsequent request at its discretion.  The Data Protection Officer will liaise with other College departments and provide a response to the data subject access request.

The College aims to comply with requests for access to personal information as quickly as possible but will ensure that it is provided within 40 days unless there is good reason for the delay.  In such cases the reason for the delay will be explained in writing to the data subject making the request.  


By complying with the subject access request personal data must not be disclosed about any other individual and if that is likely to happen the agreement of the other individual should be obtained. 
The College intends to make basic personal data available to all staff and students via the intranet.

10.
PUBLICATION OF COLLEGE INFORMATION


Information that is already in the public domain is exempt from the 1998 Act.  Under the Freedom of Information Act it is College policy to make as much information public as possible and, in particular, the following information will be available to the public for inspection (by prior appointment only):


(
Names of College governors and Register of Interests of Governing Body members and senior staff with significant financial responsibilities


(
Annual report & accounts

(
The College Corporation’s agendas, draft minutes (if approved by the Chair of the meeting), signed minutes, reports considered at these meetings and documents considered at these meetings.

Any individual who has good reason for wishing details in these lists or categories to remain confidential should contact the Data Protection Officer.

11.
SUBJECT CONSENT


In many cases the College can only process personal data with the consent of the individual.  Agreement to the College processing some specified classes of personal data is a condition of acceptance of a student onto any course and a condition of employment for staff.  This includes information about previous criminal convictions.


Some jobs or courses will bring the applicants into contact with children, including young people between the ages of 14 and 18.  The College has a duty under the Children Act and other enactments to ensure that staff are suitable for the job and students for the courses offered.  The College also has a duty of care to all staff and students and must ensure that employees and those who use the College facilities do not pose a risk to other users.


Therefore all prospective staff and students will be asked to give their consent to the College for recording and processing particular types of information.  A refusal to provide consent can result in an offer being withdrawn.

12.
PROCESSING SENSITIVE INFORMATION


Sometimes it is necessary to process information about a person’s religion, gender, political beliefs, sexuality, trade union membership, health or criminal record.  This may be to ensure the College is a safe place for everyone, or to operate other College policies such as the sick pay policy or equal opportunities policy.  Because this information is considered sensitive and it is recognised that the processing of it may cause particular concern or distress to individuals, staff and students will be asked to give express consent for the College to do this.  Offers of employment or course places may be withdrawn if an individual refuses to consent to this without good reason.  

13.
EXAMINATION MARKS


Students are entitled to certain information about their marks for both coursework and examinations.  However, this may take longer than other information to provide.  Please also refer to the College’s Assessment Policy.
Examination results must not be disclosed to third parties, without the data subject’s consent.  The College cannot withhold results pending payment of outstanding fees or other payment issues.

14.
EXEMPTIONS

Generally all personal data collected and processed will be subject to the Data Protection Act.  However, some exemptions apply e.g.   

References - a confidential reference given by the College to a third party regarding, education, employment/training, appointment to a public office, a service being provided by the data subject etc, will remain confidential and is exempt from the requirements of the Act.   
References we have received and kept on file are not exempt.  We must, however, ensure that the rights of the referee are considered.  Information about the individual referee should not be disclosed without explicit consent (anonymising the information is acceptable).  The college cannot refuse to disclose confidential references without providing reasons.

Crime and taxation – personal data may have to be disclosed to government departments or the Police.  Data will only be released on the basis of properly drawn up requests.

Vital interests – personal data may be released if it is in the vital interests of the individual e.g. a medical emergency.

Under 19 students – the College will normally release information about a student’s progress and attendance to parents or guardians of students under 19 years of age on the previous 31st August.
15.
RETENTION AND DISPOSAL OF DATA


The College will keep some forms of information for longer than others.  A list is attached (Appendix 2) of the retention times employed by the College.


When disposing of any document containing personal data, care should be taken to ensure that the document is shredded before consigning to the waste collection.  Where there are bulk quantities of such documents arrangements should be made for confidential disposal.  Data held on computer records, on hard drives, disks etc should be permanently erased before disposal/scrapping.
16.
CONCLUSION


Compliance with the 1998 Act is the responsibility of all members of the College.  Any deliberate breach of the data protection policy may lead to disciplinary action being taken.  Any questions or concerns about the interpretation or operation of this policy should be taken up with the Data Protection Officer.

APPENDICES

1. Staff Guidelines for Data Protection
2. Record Retention Schedule
3. Glossary of Main Terms

4. Examples of DOs and DON’Ts

APPENDIX 1

STAFF GUIDELINES FOR DATA PROTECTION

1.
Staff will process data about students on a regular basis when marking registers or College work, writing reports or references or as part of a pastoral or administrative role.  The College will ensure, through enrolment procedures, that all students give their consent to this sort of processing and are notified of the categories of processing, as required by the 1998 Act.  The information that staff deal with on a day-to-day basis will cover categories such as:

(
general personal details such as name and address;


(
details about class attendance, course work marks and grades and associated comments;


(
details about ethnic origin, religion, disability and health;


(
notes of personal supervision, including matters about behaviour discipline.

2.
Staff have a duty to make sure that they comply with the data protection principles, which are set out in the College Data Protection Policy.  In particular, staff must ensure that student records are:


(
accurate;


(
up-to-date;


(
fair;


(
kept and disposed of safely and in accordance with the College policy.

Staff should also ensure personal data held by the College about them is accurate and up to date.

3.
Staff must not disclose personal data pertaining to any student, unless it is for normal academic or pastoral purposes, without authorisation from the Data Protection Officer or in line with College policy.

4.
Staff shall not disclose personal data to any other staff member, except with the authorisation or agreement of the Data Protection Officer, or in line with College policy.

5.
Periodically the Data Protection Officer will conduct a data audit to review formal electronic and manual data records.

6. Occasionally personal data on staff or students can be transmitted to government departments or the Police.  Such disclosures will be on the basis of reasonable and properly drawn up requests.  Personal data may also be released if it is in the vital interests of the individual e.g. a medical emergency.  The College will normally release information to parents or guardians of students under 19 years of age.
7. Staff should inform the Data Protection Officer when new personal data systems are created, or there is a significant change in the way personal data is processed within an existing system.

APPENDIX 2
RECORDS RETENTION SCHEDULE
	Type of Data
	Retention Period
	Reason

	Personnel files; training records; notes of grievance and disciplinary hearings
	7 years from the end of employment
	Provision of references and limitation period for litigation

	Staff application forms; interview notes
	9 months from the date of the interview for those not appointed.
	Limitation period for litigation

	Wages and salary records
	7 years from the last date of employment
	Taxes Management Act

	Statutory Maternity and Sick Pay records and calculations
	6 years after the end of the financial year to which the records relate
	SSP and SMP Regulations

	Records and reports of accidents
	6 years after the date of the last entry
	RIDDOR

	Health Records
	6 year from the end of employment
	Management of Health and Safety at Work Regulations

	Health Records where reason for termination of employment is concerned with health, including stress-related illness
	6 year from the end of employment
	Limitation period for personal injury claims

	Medical Records kept by reason of the Control of Substances hazardous to health
	40 years
	COSHHR

	Student Records including academic achievements and conduct
	7 years from the last day of the course.
	Limitation period for negligence

	Contracts and contractual information
	7 years after completion of the contract
	Limitation period for negligence


APPENDIX 3

GLOSSARY OF MAIN TERMS

Data – any information which will be processed and stored.  This can be written, taped, photographic or other information.

Personal Data – information about a living person.

Data Subject – the person whom the data is about.

Data Controller – the person or organisation responsible for ensuring that the requirements of the Data Protection Act are complied with.
Data Protection Officer – member of staff designated by the College to ensure compliance with data protection policies and procedures.
Data Processing – accessing, altering, adding to, changing, disclosing or merging any data.

Sensitive Data – information about a person’s religion, gender, political beliefs, sexuality, trade union membership, health or criminal record.

Data Protection Principles – the underlying principles that determine what data can be collected, processed and stored.

Relevant Filing System – any filing system (paper based or computerised) which is readily structured so that information about an individual is accessible.

Information Commissioner – officer appointed by the State to administer the provisions of the Data Protection Act.

Notification – the process of informing the Information Commissioner that an organisation or individual will be processing personal data other than for private use.

Subject Consent – before processing personal data the agreement of the individual must be obtained.
Under 19 Student – a student who was under 19 on the previous 31st August.

APPENDIX 4
SOME EXAMPLES OF DOs and DON’Ts

DON’T

	Don’t ask students to come to MIS or student services with personal information about other students. For example, when MIS are doing student data checks.  



	Don’t send data to anyone who has not made a valid request. 



	Don’t send data to anyone that the college does NOT have valid permission to communicate with – if in doubt ask!



	Don’t take data off-site that you don’t need.



	Don’t leave computers in classrooms logged in when you leave.



	Don’t write down any passwords. 



	Don’t leave forms (e.g. student application forms), or other paper documents containing personal or sensitive data, lying around where students can see them.

	Don’t send or take sensitive data off-site unless it is encrypted.


DO

	Do return student application forms to Eleanor’s pigeon hole as soon as you have finished using them and keep them in a secure place whilst you have them.

	Do remember, at all times, that data is important and you should take care with it – it should be kept secure at all times.



	Do make sure you shred any paper that has any personal data on it as soon as it is no longer needed.



	Do be careful with any written data in public areas (classrooms, the staffroom etc). If you put this down and forget it you are breaking the Data Protection Act.



	Do be aware that memory sticks and lap tops are easily lost or stolen 
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